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Video encoding

Displayed content:

Frame #1 Frame #2 Frame #3 Frame #4
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Video encoding

Displayed content:

Frame #1

Frame #2

Frame #3

Encoded content:

I-frame
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Video encoding
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Video content consumption evolves...

NETFLIX

> You['[il:
- 2017 Billion Billion Traffic

8 285 75.4 82% of

W o b

Cisco VNI 2017-2022
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Video content consumption evolves...

NETFLIX
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2017

- Billion Billion Mbps Traffic

4.8 285 75.4 82% of
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> Reliability
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High QoE: HTTP Adaptive Streaming - MPEG-DASH
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» High QoE
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Reliability: Content Delivery Networks (CDN)

» High QoE
» Reliability

» Low scalability cost

Clients
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Low scalability cost?

» High QoE
> Reliability

» Low scalability cost
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Low scalability cost?

Live content caching requires fast computation and decision
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Low scalability cost?
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> Reliability

» Low scalability cost

Live content caching requires fast computation and decision

Content replication algorithms are NP-complete [KRR02]
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Low scalability cost?

Live content caching requires fast computation and decision

> High QoE Content replication algorithms are NP-complete [KRR02]
> Reliability

.. CDN operators statically provision servers in advance [Pas12
» Low scalability cost P yP ! ]
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Low scalability cost?

Live content caching requires fast computation and decision

> High QoE Content replication algorithms are NP-complete [KRR02]
> Reliability

.. CDN operators statically provision servers in advance [Pas12
» Low scalability cost P yP ! ]

CDN users are bound to one server [AGH+12]
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MUSLIN Overview
Implementation
Evaluation
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MUSLIN Overview
Implementation
Evaluation
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MUSLIN: Multi-Source Live Streaming

MUSLIN
[ ngh QOE content
servers
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MUSLIN Overview
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MS-Stream: Multi-Source Streaming over HTTP
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MUSLIN Overview
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MUSLIN Overview
Implementation
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MUSLIN: Multi-Source Live Streaming
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MUSLIN Overview
Implementation
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Server provisioning
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MUSLIN Overview
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Evaluation

Server provisioning

1. Audience forecast

» Current audience
» Past trend
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MU‘;LIN Overview
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Server provisioning

1. Audience forecast

» Current audience
» Past trend

2. Throughput estimation

> Target quality

» Network bandwidth overhead
> Average video bitrate

P Failure rate
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MUSLIN Overview
PRIVATUBE Implementation
PProx Evaluation

Server provisioning

1. Audience forecast

» Current audience
» Past trend

2. Throughput estimation
> Target quality
> Network bandwidth overhead
> Average video bitrate
> Failure rate

3. Provisioning decision (Server Ranking Score RS;)
» Clients location
P Server failure rate
» Observed bandwidth o
université

“BORDEAUX
:
High-QoE Privacy-Preserving Video Streaming Simon DA SiLva 2020-10-07 12/69




MUSLIN Overview
Implementation
Evaluation

Server provisioning

1. Audience forecast

Veer = ve + Av
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MUSLIN Overview
PRIVATUBE Implementation
PProx Evaluation

Server provisioning

1. Audience forecast

Veer = ve + Av

2. Throughput estimation

D=Cx*v,rx(Q+0)
<C=%*(1+FR)>

Q: target quality - O: network bandwidth overhead - B: average video bitrate
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MUSLIN Overview
PRIVATUBE Implementation
PProx Evaluation

Server provisioning

1. Audience forecast

Veer = ve + Av

2. Throughput estimation

D=Cx*v,rx(Q+0)
<C=%*(1+FR)>

Q: target quality - O: network bandwidth overhead - B: average video bitrate
3. Provisioning decision
Server Ranking Score RS; for each server s:

RSs = (Ng * (1 — FRy) * OBWS)% universicé
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MUSLIN Overview
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Server advertising

universiceé
“BORDEAUX

:
Video Strea Simon DA SiLva 2020 - 10 - 07 14/69



MUSLIN Overview
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MUSLIN Overview
PRIVATUBE Implementation
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Server advertising
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» Server failure rate
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MUSLIN Overview
Implementation
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Implementation and scalability
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MUSLIN Overview

PRIVATUBE Implementation
PProx Evaluation

Implementation and scalability

MUSLIN SERVER

2 s
& Ag
docker

------ » Control

—>» Data

CONTENT
SERVERS

Muslin

1 ............ )l . Source 1 >
A

Muslin

MS-Stream [«

MS-Stream
Server(s)

docker

Client

- U

> -

1 Content replication - 2 Server advertising - 3 Content delivery - 4 Clients feedbacks

High-QoE Privacy-Preserving Video Streaming
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MUSLIN Overview
PRIVATUBE Implementation
PProx Evaluation

Implementation and scalability

MUSLIN SERVER| |~ » Control CONTENT
—>» Data SERVERS

. . 000 S )
1 ............. Source 1 >

A [:

. Muslin

Muslin

MS-Stream
Server(s)

MS-Stream |« docker

1 Content replication - 2 Server advertising - 3 Content delivery - 4 Clients feedbacks
Feedback request probability: Pr = min (1, N/v)

docker
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MUSLIN Overview
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Evaluation setup

universiceé
“BORDEAUX

:
Video Strea Simon DA SiLva 2020 - 10 - 07 16/69



MUSLIN Overview
Implementation
Evaluation

Evaluation setup

> 16 servers (Points of Presence)

> 21 client pools locations

. Points of Presence

(O cients pools
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MUSLIN Overview
PRIVATUBE Implementation
PProx Evaluation

Evaluation setup

> 16 servers (Points of Presence)
P ook

MEaMsKA \

> 21 client pools locations

Table: Evaluated policies

Provisioning and Forecast Selection Delivery
. Points of Presence
. - MUSLIN MUSLIN MS-Stream
(O cients pools
5
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MUSLIN Overview
PRIVATUBE Implementation
PProx Evaluation

Evaluation setup

3 P‘"“"‘ o Rk, Al > 16 servers (Points of Presence)

> 21 client pools locations

c
NeeRaska | (OWA j

Table: Evaluated policies

R Provisioning and Forecast Selection Delivery
. Points of Presence
. - MUSLIN MUSLIN MS-Stream
(O cients pools
s Geographical oracle

Geographical oracle
Geographical oracle
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MUSLIN Overview
PRIVATUBE Implementation
PProx Evaluation

Evaluation setup

> 16 servers (Points of Presence)

> 21 client pools locations

h gor
cgn ) lOWA T CMEOOR
_ NEBRaska | iitmors

Table: Evaluated policies

oS
%15».,‘ o Wu

Provisioning and Forecast Selection Delivery
. Points of Presence
. - MUSLIN MUSLIN MS-Stream
(O cients pools
s Geographical oracle CDN
Geographical oracle Random
Geographical oracle Round Robin
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MUSLIN Overview
PRIVATUBE Implementation
PProx Evaluation

Evaluation setup

) o T » 21 client pools locations
_ NEBRASKA | Pr—p- K
-

Table: Evaluated policies

> 16 servers (Points of Presence)

Provisioning and Forecast Selection Delivery
. Points of Presence
. - MUSLIN MUSLIN MS-Stream
(O cients pools
Pl > Geographical oracle CDN MS-Stream
o A\ Geographical oracle Random MS-Stream
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> Scalability

Dynamic server provisioning and content replication

Fairness: All users get a similar QoE
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Low scalability cost: MUSLIN
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Low scalability cost: Edge-assisted CDN
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Multi-source adaptive streaming with MS-STREAM
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Multi-source adaptive streaming with MS-STREAM
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Multi-source adaptive streaming with MS-STREAM
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Multi-source adaptive streaming with MS-STREAM
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Edge-assisted CDN and privacy

People are mostly reluctant to seed content because of privacy issues.
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People are mostly reluctant to seed content because of privacy issues.
Popcorn [GCM+16] and Tor [DMS04] require non-colluding servers
Costly cryptographic mechanisms => high latency (RTT > 1s) + scalability issues

Differential privacy (P3LS [DBYEV19])
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Privacy objective
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Adversary model
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Overview
PRIVATUBE Fake requests
Evaluation
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Overview
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PRIVATUBE

PrivaTube
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PrivATuBe HTTP proxies

» Queries encryption
e.8. Game of Thrones
— R2F8MgbYgGhyb2
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MUSLIN Overview
PRIVATUBE Fake requests
PProx Evaluation

PrivATuBe HTTP proxies

» Queries encryption
e.8. Game of Thrones
— R2F8MgbYgGhyb2
» Hostnames & IP addresses encryption
e.8. Alice — 9jB4q
e.g. Server1 — 7Tl13nV
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MUSLIN Overview
PRIVATUBE Fake requests
PProx Evaluation

PrivaTuBe HTTP proxies

» Queries encryption
e.8. Game of Thrones
— R2F8MgbYgGhyb2

» Hostnames & IP addresses encryption
e.8. Alice — 9jB4q
e.g. Server1 — 7Tl13nV

> Video stream encryption
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MUSLIN Overview
PRIVATUBE Fake requests
PProx Evaluation

SGX enclaves

o Application
Untrusted Trusted
Part of App Part of App

2 Create
Enclave

y

Call Trusted()

Cont.? 6
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Overview
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PrivATUBE architecture

Tracker Metadata Content servers
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MUSLIN Overview
PRIVATUBE Fake requests
PProx Evaluation

Adversary model
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MUSLIN Overview
PRIVATUBE Fake requests
PProx Evaluation

PrivaTuBke fake requests

PrivaTube
Content
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Overview
PRIVATUBE Fake requests
Evaluation

PrivaTuBke fake requests

Enforce privacy (probabilistic §-unlinkability)
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» popularity-aware
fake requests policy

Fake requests according to contents popularity
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MUSLIN Overview
PRIVATUBE Fake requests
PProx Evaluation

PrivaTuBke fake requests

Enforce privacy (probabilistic §-unlinkability)

» popularity-aware
fake requests policy

Fake requests according to contents popularity

> Content pre-fetching
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MUSLIN Overview
PRIVATUBE Fake requests
PProx Evaluation

Evaluation: Streaming solutions

Adaptive Multi-source Edge-assisted Private
MPEG-DASH v X X X
ClearTube v v v X
PRIVATUBE v v v v
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MUSLIN
PRIVATUBE
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Overview

Fake requests
Evaluation

Micro-benchmarks setup

Generic clients
(curl requests)

Generic
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Overview
Fake requests
Evaluation

Download time
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MUSLIN Overview
PRIVATUBE Fake requests
PProx Evaluation
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MUSLIN Overview
PRIVATUBE Fake requests
PProx Evaluation

Throughput
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Overview
PRIVATUBE Fake requests
Evaluation

QoE evaluation setup

1. Low download time
2. High displayed bitrate
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MUSLIN Overview
PRIVATUBE Fake requests
PProx Evaluation

QoE evaluation setup

1. Low download time
2. High displayed bitrate

15 NUCs (computers):
» tracker + metadata + content

> 12 consuming clients
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Overview
PRIVATUBE Fake requests
Evaluation

QoE evaluation
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Privacy evaluation setup

1. Privacy (§-unlinkability)
2. Content pre-fetching
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Privacy evaluation setup

1. Privacy (§-unlinkability)
2. Content pre-fetching

» random
» popularity-aware

MovielLens 20M dataset, year 2014
39,177 ratings from 7,763 users for 4,283 movies
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Distribution of movies popularities in MovieLens

100
the #1 movie was
rated 64 times
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S
g 60
Z
w 50.42% of the movies
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Movies copies, 6 = 50%

*random | popularity
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Final number of copies
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Movies copies increase factor, § = 50%

Increase factor

*random -+ popularity
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Fake requests
|

PProx Evaluation

Replicas increase factor for various values of §

) = 66% 0 =50% 0 =25%
# fake req. x 0.5 X 1 X 3

s 3 s 3 s 3

c < a c < a c S oAa

§ 3B = § 3T = § 3 =

= = A4 =z = &4 = = &
random 23 1.7 14 35 25 26 86 60 69
popularity 15 15 05 20 20 0.6 40 4.0 1.1
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PrivATuBE - Conclusion

» High QoE
> Reliability
> Scalability

Multiple-source, edge-assisted, adaptive video streaming
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MUSLIN
PRIVATUBE

PProx
;

PrivATuBE - Conclusion

> High QoE
> Reliability
> Scalability

Multiple-source, edge-assisted, adaptive video streaming

» Privacy
HTTP proxies inside SGX performing encryption and fake requests

Pre-fetching: Fake requests according to contents popularity

S. Da Silva, S. Ben Mokhtar, S. Contiu, D. Négru, L. Réveillére, E. Riviére.
PrIVATUBE: Privacy-Preserving Edge-Assisted Video Streaming. 20th International Middleware Conference (Middleware °19).
PRIVA-STREAM: Private Collaborative Live Streaming. 19th International Middleware Conference Doctoral Symposium (Middleware "18).

PRIVA-STREAM: Private Collaborative Streaming. 19th International Middleware Conference Poster (Middleware °18). université
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:
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Video content consumption evolves...

High QoE
Reliability
Scalability

Privacy

vVvyVYyVvyy
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Video content consumption evolves...

* YouTube ™

Up next AUTOPLAY

The Algorith - How YouTube
THECTT™ covery Works
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Video content consumption evolves...

High QoE
Reliability
Scalability

Privacy

vVvyVYyYVvYyy

Recommendations
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Recommendations

70+% of time spent on YouTube is from recommendations.
— YouTube Chief Product Officer Neal Mohan, CES 2018
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Recommendations

Help Center

How NetflixX’s Recommendations System Works

find sho
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Recommendations and privacy

How Netflix’s Recommendations System Works

what you have watched

time of day
devices

how long

universite
BORDEAUX

/ideo Streaming Simon DA SiLvA 2020 -10-07 49/69
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Privacy-preserving recommendations

Cryptography-based (X-Rec [GKP+17], CryptoRec [WTAR19])
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Privacy-preserving recommendations

Cryptography-based (X-Rec [GKP+17], CryptoRec [WTAR19]) => very slow (~ 10s)
Differentially private ((MMO09, SJ14, SKSX18])
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Privacy-preserving recommendations

Cryptography-based (X-Rec [GKP+17], CryptoRec [WTAR19]) => very slow (~ 10s)
Differentially private ((MMO09, SJ14, SKSX18]) => inaccurate

Decentralized (PDMFRec [DTS+19]) => slow + less accurate + unreliable

They all target specific recommendation algorithms, and require heavy client-side code

Use an unmodified recommender system?
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Privacy-preserving recommendations

Cryptography-based (X-Rec [GKP+17], CryptoRec [WTAR19]) => very slow (~ 10s)
Differentially private ((MMO09, SJ14, SKSX18]) => inaccurate

Decentralized (PDMFRec [DTS+19]) => slow + less accurate + unreliable

They all target specific recommendation algorithms, and require heavy client-side code

Recommendation-as-a-Service
(Darwin & Goliath [BGO19], Harness Universal Recommender [Actb], Mediego [Med19], Plista [Pli19b], Recombee [Pli19a], etc.)
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Recommendation-as-a-Service - POST
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Recommendation-as-a-Service - POST
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Recommendation-as-a-Service - GET
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Security
PProx Evaluation

Plan

PProx
Overview
Security
Evaluation
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PRIVATUBE Security
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Micro-benchmark setup

Table: Micro-benchmark configurations

Encryption SGX Shuffling RPS

ml X X X 250

m2 v X X 250

m3 v v X 250

m4 * v X 250

mS v v 5 250

moé v 4 10 250
g

:
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Impact of encryption and SGX

50
L= ] (E 0 <

— » TEEER - i Table: Encryption and SGX configurations
g . EUEE [T
£ 30 FEEE T —H Encryption SGX Shuffling RPS
a TEERE
I 20! H m1 X X X 250
g %l%% é | m2 v X X 250
s | m3 v v X 250

0 : : : : : m4 * v X 250

50 100 150 200 250

Requests per second
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Impact of encryption and SGX

50
L= ] (E 0 <

= 0 ERR R E’"‘.’. i Table: Encryption and SGX configurations
3 .. R¥TE [ 7
£ 30 FEEE T —H Encryption SGX Shuffling RPS
a TEEE
I oo g ] m1 X X X 250
g %l%% é | m2 v X X 250
c 10 2ms 1 +3ms m3 / ‘/ X 250

0 : : : : : m4 * v X 250

50 100 150 200 250

Requests per second
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Impact of shuffling

500

2LE

g 400 Table: Shuffling configurations
% 300 29 Encryption SGX Shuffling RPS
g TI 79%  949%
g 2R m3 v v X 250
€ 100l H * * m5 v v 5 250

) B O . m6 v v 10 250

50 100 150 200 250
Requests per second
universice
“BORDEAUX

:
High-QoE Privacy-Preserving Video Streaming Simon DA SiLva 2020-10-07 59/69



MUSLIN Overview
PRIVATUBE Security
PProx Evaluation

Impact of shuffling

500

TRE
g 400 Table: Shuffling configurations
‘%_ %0 éﬂfém: Encryption SGX Shuffling RPS
% 200 TI BEER 2‘2“5’ +60 ms
E i * TRE m3 v v X 250
& 100 | m5 v v 5 250
50 100 150 200 250

Requests per second
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PProx scalability benchmark setup

!'f

Table: PProx scalability configurations

Enc. SGX S UA IA RPS

1A mé6 v Vo101 1 250
m7 v V10 2 2 500
mg§ v V10 3 3 750
mo v/ V10 4 4 1000
LT
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MUSLIN
PRIVATUBE

PProx

Overview
Security
Evaluation

PProx scalability

& 1000

100

Round-trip time (m:

High-QoE Privacy-Preserving Video Streaming

50 250 500 750
Requests per second

Table: PProx scalability configurations

29 2 Enc. SGX S UA 1A RPS
mé v v 10 1 1 250

m7 v v 10 2 2 500

m8 v v 10 3 3 750

‘ m9 v v 10 4 4 1000

1000
universite
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LRS scalability benchmark setup

Harness Universal Recommender module

[é ( é L.é [ é (é Legacy Recommendation System:

Table: Baseline LRS scalability configurations

Enc. SGX S UA 1A LRS RPS

b1 X X X X X 3+ 250
b2 X X X X X 6+4 500
b3 X X X X X 9+ 750
b4 X X X X X 12+4 1000
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LRS scalability

Legacy Recommendation System:

1000 = Harness Universal Recommender module
) 'B E Q
£ a9% . Table: Baseline LRS scalability configurations
£ 100 gy
;% $$$$ éé;i ﬁii i' Enc. SGX S UA IA LRS RPS
c% 0Lt TTT] 111 ll l b1 X X X X X 3+4 250
b2 X X X X X  6+4 500
"% @ s 7m0 1o A A
Requests per second b4 X X X X X 12+4 1000
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Macro-benchmark setup

Table: Full macro-benchmark configurations

Enc. SGX S UA 1A LRS RPS

f1 v v 10 1 1 3+4 250
f£2 v v 10 2 2 6+4 500
£3 v v 10 3 3 9+4 750
f4 v v 10 4 4  12+4 1000
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PProx Evaluation

Macro-benchmark

1000 U T Table: Full macro-benchmark configurations
E oo N a9
2 T wHuWZoomuw Enc. SGX S UA 1A LRS RPS
£ 100l TT f1 v /o101 1 344 250
3 f2 v v 10 2 2 6+4 500
* f3 v V10 3 3 944 750
10 : : : : : f4 v v 10 4 4 12+4 1000
50 250 500 750 1000
Requests per second
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MUSLIN Overview
PRIVATUBE Security
PProx Evaluation

PProx - Conclusion
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MUSLIN Overview
PRIVATUBE Security
PProx Evaluation

PProx - Conclusion

> High QoE

Unaltered recommendations accuracy and low latency
> Reliability
» Scalability

Elastically scales, only requires 30% to 50% additional nodes
» Privacy
HTTP proxies inside SGX performing encryption and shuffling

G. Rosinosky, S. Da Silva, S. Ben Mokhtar, D. Négru, L. Réveillére, E. Riviére.
PProx: Efficient Privacy for Recommendation-as-a-Service. Pending
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Contributions summary

@ MUSLIN 0
» High and fairly shared QoE

» Reduced infrastructure cost
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Contributions summary

0 MUSLIN @

v

High and fairly shared QoE

Reduced infrastructure cost

@ PrIVATUBE @

v

v

Unaltered QoE
Reliability and scalability

v

> Strong privacy preservation
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Contributions summary

0 MUSLIN @

» High and fairly shared QoE
» Reduced infrastructure cost
@ PriIVvATUBE @
» Unaltered QoE
> Reliability and scalability

> Strong privacy preservation

@ PProx @

> Unaltered recommendations accuracy

v

Two-stage users and items pseudonymisation
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Further research directions

Short-term

Long-term

v
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Further research directions

Short-term
@ QoE and reliability in 5G networks
Cost model improvements @

@ Generic REST APIs

Proxy-less CDN implementation @

@ Peer selection in P2P systems

Fake requests generation @

@ Blockchain-based incentive

Long-term

Automated data pseudonymization @
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Conclusion

Strong privacy preservation should no longer come with low performance and low QoE.
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Conclusion

Strong privacy preservation should no longer come with low performance and low QoE.

We hope generalizing MUSLIN, PrIvATUBE and PProx will enable a new generation of
High-QoE Privacy-Preserving Video Streaming services with great performance.
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MUSLIN
Overview
Implementation
Evaluation

PrRIVATUBE
Overview
Fake requests
Evaluation

PProx
Overview
Security
Evaluation
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